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Securely Contacting LISTen.

To securely contact the production team behind LISTen: The LISNews.org Podcast, there 
are some steps that need to be taken.  On the production team's end, the encryption tool 
used is GnuPG.  To securely encrypt communications to the production team, messages 
must be sent in a manner related to the OpenPGP standard.

GnuPG can be downloaded from http://gnupg.org.  Installing this is not a simple, turn-key 
matter.  Potential correspondents should exercise the utmost caution in attempting to use 
this particular software package as Erie Looking Productions offers absolutely no warranty, 
whether implied or otherwise, relative to this third-party package.

To securely contact LISTen for the first time, a specific set of steps must be carried out:

1. If not already installed, GnuPG or a compatible package must be installed.
2. If not already generated, a key pair must be generated in the package installed.
3. If not already submitted to a public key server, the public key must submitted to a 

public key server for dissemination.
4. After  such  is  in  place,  the  public  key  for  the  production  team  should  be 

downloaded.  At the present time, the KeyID for that public key is 899C131F.
5. After such is in place, a message may then be encrypted with the production team 

as the recipient and then sent.

Although files can be submitted securely using an encryption package, it is requested that 
correspondents first contact the production team before sending.
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